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INTRODUCTION

The Local Authority Accounts (Scotland) Regulations 2014 make it a statutory
requirement for a local authority to operate a professional objective internal
auditing service in accordance with recognised standards and practices in relation
to internal auditing.

From 1 April 2025 the recognised standards for Councils are the Global Internal
Audit Standards (GIAS), supported by the Application Note: GIAS in the UK Public
Sector which provides a framework for the practice of Internal Audit in the UK
Public Sector when taken together with the GIAS and the CIPFA Code of Practice
for the Governance of Internal Audit in Local Government which support
compliance with the principles and standards in Domain Il (Governing the Internal
Audit Function) within local government.

The GIAS require the “chief audit executive” (Chief Auditor) to implement and
maintain an Internal Audit Charter and sets out the purpose, position and scope of
Internal Audit in the organisation. The Charter is reviewed and approved by “the
board” (Governance and Scrutiny Committee (G&S)).

PURPOSE

In line with the GIAS, the purpose of Internal Audit is to strengthen the Council’s
ability to create, protect and sustain value by providing the Council and
management with independent, risk-based and objective assurance, advice,
insight and foresight.

The GIAS also set out that the Internal Audit function is most effective when:
e Internal auditing is performed by competent professionals in conformance
with the GIAS in the UK Public Sector;
e The Internal Audit function is independently positioned with direct
accountability to the audit committee; and
e Internal Auditors are free from undue influence and committed to making
objective assessments.

Internal Audit assurance is provided by delivering an annual programme of audit
work that independently and objectively assesses the design and effectiveness of
the controls established to manage the Council’s most significant risks. The scope
of Internal Audit covers all activities across the Council and partnership client
groups.

The Chief Auditor will report annually to G&S and senior management on the
function’s conformance with the GIAS in the UK Public Sector, which will be
assessed through a quality assurance and improvement programme.
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11.

12.

13.

In addition to their primary role, the Chief Auditor will also support the Council’s
Chief Executive, the Section 95 Officer (Director of Finance and Digital) and
statutory Monitoring Officer (Chief Governance Officer) in undertaking their duties.
The Chief Auditor will also advise on the control implications of system or process
changes; assist management in their duties to prevent and detect fraud and
corruption; and aim to add value to the Council in all its undertakings.

INTERNAL AUDIT MANDATE

The authority for Internal Audit is derived from the Local Authority Accounts
(Scotland) Regulations 2014. The mandate sets out the authority, roles and
responsibilities, and empowers the Internal Audit function to provide the audit
committee and senior management with independent, risk-based, and objective
assurance, advice, insight, and foresight.

The Internal Audit function’s authority is created by its direct reporting relationship
to the G&S, which allows for unrestricted access. The authority of Internal Audit is
also contained in the Council’s Financial Regulations. The Internal Audit function
is authorised to:

e Have full and unrestricted access to all functions, data, records, information,
physical property, and personnel pertinent to carrying out Internal Audit
responsibilities.

e Allocate resources, set frequencies, select subjects, determine scopes of
work, apply techniques, and issue communications to accomplish the
function’s objectives.

e Obtain assistance from the necessary personnel of the Council, and
services from within or outside the Council to complete internal audit
services.

The GIAS set out the duty on internal auditors to be faithful custodians of the
information they gather, sharing only in limited, defined and controlled ways, and
describes the need for awareness of responsibilities in protecting information and
demonstrating respect for the confidentiality, privacy and ownership of information.

In line with the GIAS in the UK Public Sector, internal auditors must also be aware
of circumstances under which sharing or publication of information will be required.
They must be aware of their organisation’s policies and procedures for routine
publication of certain information and where there are statutory obligations to
share or publish information, for example Freedom of Information requirements.

DEFINITIONS

The following definitions have been adopted as set out in the GIAS 2024 Glossary:
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Internal Audit An independent, objective assurance and advisory service
designed to add value and improve an organisation’s
operations. It helps an organisation establish its objectives
by bringing a systematic, disciplined approach to evaluate
and improve the effectiveness of risk management, control,
and governance processes.

Assurance Services through which internal auditors perform objective
services assessments to provide assurance. The nature and scope
of assurance services are determined by Internal Audit.

Advisory services | Services through which internal auditors provide advice to
an organisation’s stakeholders without providing assurance
or taking on management responsibilities. The nature and
scope of advisory services are subject to agreement with
relevant stakeholders.

Independence Freedom from conditions that threaten the ability of the
internal audit activity to carry out internal audit
responsibilities in an unbiased manner.

INDEPENDENCE, POSITION AND REPORTING RELATIONSHIPS

The GIAS state that the Chief Auditor should be positioned at a level in the Council
that enables internal audit services and responsibilities to be performed without
interference from management, thereby establishing the independence of the
internal audit function.

The Chief Auditor reports functionally to G&S in its role as the Council’s audit
committee. The Chief Auditor reports directly to the Chief Executive. In addition,
the Chief Auditor has unrestricted access to the Section 95 Officer and their
deputy, and the Monitoring Officer, including where matters arise relating to the
conduct of the Chief Executive in areas of Chief Executive responsibility. This
positioning provides the organisational authority and status to matters directly to
senior management and escalate matters to G&S, when necessary, without
interference and supports the internal auditor’s ability to maintain objectivity.

The Chief Auditor is required to confirm to G&S, at least annually, the
organisational independence of the Internal Audit function. If the governance
structure does not support organisational independence, the Chief Auditor must
document the characteristics of the governance structure limiting independence
and any safequards employed to chieve the principle of independence. The Chief
Auditor will disclose to G&S any interference internal auditors encounter related to
the scope, performance, or communication of internal audit work and results. The
disclosure will include communicating the implications of such interference on the
internal audit function’s effectiveness and ability to fulfil its mandate.
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To ensure that Internal Audit independence and obijectivity is maintained for
assurance services, Internal Audit will remain free from interference from anyone
within the Council in relation to audit selection, scope, procedures, frequency,
timing and report content.

For advisory services, the Internal Audit role will be specifically restricted to
providing guidance, views, and opinions. To comply with independence
requirements, Internal Audit will not be involved in any aspects of operational
decisions subsequently taken by management.

Where Internal Audit also has responsibility for non-audit activities, the GIAS
require that appropriate arrangements are established to avoid conflicts of interest.
Additionally, Internal Audit will not be permitted to audit any activities for which
they have previously been responsible within a period of one year and will not
engage in any other activity that may impair judgement or independence.

INTERNAL AUDIT AUTHORITY AND OVERSIGHT

To establish, maintain and ensure that the Council’s internal audit function has
sufficient authority to fulfil its duties, G&S will consider the following requirements
for review or approval:

e Consider with the Chief Auditor and senior management the appropriate
authority, role, responsibilities, scope, and services (assurance and/or
advisory) of the internal audit function. (Review)

e Ensure the Chief Auditor has unrestricted access to and communicates and
interacts directly with G&S, including in private meetings without senior
management present, where required. (Review)

e Consider with the Chief Auditor and senior management other topics that
should be included in the internal audit charter. (Review)

e Participate in discussions with the Chief Auditor and senior management
about the ‘essential conditions,” described in the Global Internal Audit
Standards, which establish the foundation that enables an effective internal
audit function. (Review)

e Approve the internal audit function’s charter, which includes the internal
audit mandate and the scope and types of internal audit services. (Approve)

¢ Review the internal audit charter annually with the Chief Auditor to consider
changes affecting the organisation, such as the employment of a new Chief
Auditor or changes in the type, severity, and interdependencies of risks to
the organisation; and approve the internal audit charter (Review)

e Approve the risk-based internal audit plan. (Approve)

e Consider the Internal Audit function’s budget and staff resources. (Review)
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e Provide input to senior management on the appointment and removal of the
Chief Auditor, ensuring adequate competencies and qualifications and
conformance with the Global Internal Audit Standards. (Review)

e Review and provide input to senior management on the Chief Auditor's
performance. (Review)

e Receive communications from the Chief Auditor about the internal audit
function including its performance relative to its plan. (Review)

e Ensure a quality assurance and improvement programme has been
established and review the results annually. (Review)

e Make appropriate inquiries of senior management and the Chief Auditor to
determine whether scope or resource limitations are inappropriate.
(Review)

INTERNAL AUDIT OBJECTIVES AND RESPONSIBILITIES
ETHICS AND PROFESSIONALISM

The Chief Auditor will ensure that internal auditors:

¢ Conform with the GIAS in the UK Public Sector, including the principles of
Ethics and Professionalism: integrity, objectivity, competency, due
professional care, and confidentiality and the Nolan Seven Principles of
Public Life.

e Understand, respect, meet, and contribute to the legitimate and ethical
expectations of the Council and be able to recognise conduct that is
contrary to those expectations.

e Encourage and promote an ethics-based culture in the Council.

e Report organisational behaviour that is inconsistent with the Council’s
ethical expectations, as described in applicable policies and procedures.

OBJECTIVITY

The Chief Auditor will ensure that the internal audit function remains free from all
conditions that threaten the ability of internal auditors to carry out their
responsibilities in an unbiased manner, including matters of engagement selection,
scope, procedures, frequency, timing, and communication. If the Chief Auditor
determines that objectivity may be impaired in fact or appearance, the details of
the impairment will be disclosed to appropriate parties.

Internal auditors will maintain an unbiased mental attitude that allows them to
perform engagements objectively such that they believe in their work product, do
not compromise quality, and do not subordinate their judgment on audit matters to
others, either in fact or appearance.
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27.

Internal auditors will have no direct operational responsibility or authority over any
of the activities they review. Accordingly, internal auditors will not implement
internal controls, develop procedures, install systems, or engage in other activities
that may impair their judgment, including:

assessing specific operations for which they had responsibility within the
previous year.

performing operational duties for the Council or its affiliates.

initiating or approving transactions external to the Internal Audit function.
directing the activities of any employee that is not employed by the Internal
Audit function, except to the extent that such employees have been
appropriately assigned to Internal Audit teams or to assist internal auditors.

Internal auditors will:

disclose impairments of independence or objectivity, in fact or appearance,
to the Chief Auditor as soon as possible.

exhibit professional objectivity in gathering, evaluating, and communicating
information.

make balanced assessments of all available and relevant facts and
circumstances.

take necessary precautions to avoid conflicts of interest, bias, and undue
influence.

The Chief Auditor will disclose impairments of independence or objectivity to G&S
at least annually.

MANAGING THE INTERNAL AUDIT FUNCTION

The Chief Auditor has responsibility to:

At least annually, develop a risk-based internal audit plan that considers the
input of G&S and senior management. Discuss the plan with G&S and
senior management and submit the plan to G&S for approval.
Communicate the impact of resource limitations on the internal audit plan to
G&S and senior management.

Review and adjust the internal audit plan, as necessary, in response to
changes in the Council’s business, risks, operations, programmes, systems
and controls.

Communicate with G&S and senior management if there are significant
interim changes to the internal audit plan.

Ensure Internal Audit engagements are performed, documented, and
communicated in accordance with the GIAS.

Follow up on audit findings and confirm the implementation of significant
recommendations or action plans and communicate the results of Internal
Audit services to G&S and senior management, and for each audit as
appropriate.
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Ensure the Internal Audit function collectively possesses or obtains the
knowledge, skills, and other competencies and qualifications needed to
meet the requirements of the GIAS and fulfil the Internal Audit mandate.
Identify and consider trends and emerging issues that could impact the
Council, and communicate these to the G&S and senior management as
appropriate.

Consider emerging trends and successful practices in internal auditing.
Establish and ensure adherence to methodologies designed to guide the
Internal Audit function.

Ensure adherence to the Council’s relevant policies and procedures unless
such policies and procedures conflict with the Internal Audit Charter or
GIAS. Any such conflicts will be resolved or documented and
communicated to G&S and senior management.

Coordinate activities and consider relying upon the work of other internal
and external providers of assurance and advisory services. If the Chief
Auditor cannot achieve an appropriate level of coordination, the issue must
be communicated to senior management and if necessary escalated to
G&S.

COMMUNICATION WITH G&S AND SENIOR MANAGEMENT

28. The Chief Auditor will report to G&S and senior management on:
e The internal audit function’s mandate.
e The internal audit plan and performance relative to its plan.
¢ Significant revisions to the internal audit plan.
e Potential impairments to independence, including relevant disclosures as

applicable.

Results from the quality assurance and improvement programme, which
include the internal audit function’s conformance with the GIAS in the UK
Public Sector and action plans to address the internal audit function’s
deficiencies and opportunities for improvement.

Significant risk exposures and control issues, including fraud risks,
governance issues, and other areas of focus for G&S that could interfere
with the achievement of Council’s strategic objectives.

Results of assurance and advisory services.

Resource requirements.

Management’s responses to risk that the internal audit function determines
may be unacceptable or acceptance of a risk that is beyond Council’s risk
appetite.

MANAGEMENT RESPONSIBILITIES

29. Management is responsible for ensuring that internal control arrangements are
sufficient to address the risks facing their services.
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32.

33.

34.

35.

36.

37.

38.

Management will co-operate with Internal Audit on audits and provide access to
records, systems and personnel as required within a reasonable timeframe
following the request.

Assurance engagements will be subject to a written terms of reference (Audit
Brief) and report.

Advisory engagements will be agreed in writing (for example via email or written
terms of reference) and a relevant output agreed (for example full report/summary
findings, focused feedback or an action plan).

Management will nominate a senior point of contact for each engagement.

Audit reports are produced at the conclusion of each assignment, detailing the
audit findings and recommended actions where required. Draft reports are shared
with audit contacts for agreement as to the factual accuracy of draft findings
raised.

It is management’s responsibility to consider the recommended actions raised and
agree to either:
e accept and fully implement all Internal Audit recommendations;
e agree to address the risks identified by adopting an alternative approach to
that recommended by Internal Audit; or
e accept the risk associated with not implementing Internal Audit
recommendations with supporting rationale.

Where a draft report is delivered, management are required to agree to the
recommendations in the action plan, including specifying officer responsibility and
anticipated dates for the implementation. Internal Audit will consider the timeliness
of implementation dates according to the associated risk level identified.

Management is responsible for ensuring that agreed management actions are
implemented in full and effectively sustained.

The GIAS in UK public Sector require the Chief Auditor to report to both senior
management and the Audit Committee, details of management’s response to risk
that (based on the Chief Auditor’s judgement) may be unacceptable to the Council.
Consequently, any Internal Audit findings where management has accepted the
risk will be highlighted in Internal Audit reports.

SCOPE AND TYPES OF INTERNAL AUDIT SERVICES
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41.

42.

43.

The scope of internal audit services covers the entire breadth of East Ayrshire
Council and partnership client groups. The scope includes all functions, activities,
assets, data, projects and personnel.

The scope of internal audit activities also encompasses but is not limited to
objective examinations of evidence to provide independent assurance and
advisory services to G&S and management on the adequacy and effectiveness of
governance, risk management, and control processes for the Council.

The nature and scope of advisory services may be agreed with the party
requesting the service, provided the internal audit function does not assume
management responsibility. Opportunities for improving the efficiency of
governance, risk management, and control processes may be identified during
advisory engagements. These opportunities will be communicated to the
appropriate level of management.

Internal audit engagements may include evaluating whether:

e Risks relating to the achievement of the Council’s strategic objectives are
appropriately identified and managed.

e The actions of the Council’'s officers, directors, assistant directors,
management, employees, and contractors or other relevant parties comply
with Council’s policies, procedures, and applicable laws, regulations, and
governance standards.

e The results of operations and projects/programmes are consistent with
established goals and objectives.

e Operations and projects/programmes are being carried out effectively,
efficiently, ethically, and equitably.

e Established processes and systems enable compliance with the policies,
procedures, laws, and regulations that could significantly impact the
Council.

e Fraud risks are being managed effectively;

e The integrity of information and the means used to identify, measure,
analyse, classify, and report such information is reliable.

e Resources and assets are acquired economically, used efficiently and
sustainably, and protected adequately.

INTERNAL AUDIT PLAN

The Chief Auditor will submit an annual Internal Audit Plan which is designed to
support provision of an evidence-based annual opinion to G&S for review and
approval. This Plan will be developed, based on a risk-based prioritisation of the
audit universe. Input will be sought from a range of key stakeholders including
Elected Members, the Chief Executive and the senior management.
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45.

46.

47.

48.

49.

50.

The nature of evolving risks makes it likely that the audit assignments included
work programme may be subject to change. Consequently, the Internal Audit Plan
will be regularly reviewed and any proposed changes to the approved plan, due to
emerging risks, suspected fraudulent activity or other factors that result in changes
to planned Internal Audit activities, will be brought to G&S for approval.

The GIAS in the UK Public Sector requires the Chief Auditor to coordinate with
internal and external assurance providers to consider relying on their work and
minimise duplication of effort.

The GIAS in the UK Public sector recognises that there are various relevant
outside assurance providers whose authority flows from separate legal or
regulatory sources beyond the control or influence of the Chief Auditor, and they
may not have any ability to access the work of those assurance providers or gain
insight into the scope and timing of their work. Under these circumstances the
Chief Auditor must consider whether it is possible or practical to co-ordinate.
Where they do not coordinate, they must set out to the Committee the barriers
which prevent effective co-ordination.

Where adopted, a consistent process for the basis of reliance should be
established as, where reliance is placed on the work of others, the Chief Auditor
remains accountable and responsible for ensuring that there is adequate support
for conclusions and opinions reached where reliance has been placed on work
performed by other assurance providers.

Therefore, when dealing with an external party, the Chief Auditor will clearly define
the respective roles, responsibilities, and other expectations (including restrictions
on distribution of results of the engagement and access to engagement records).

Internal Audit also reserves the right to raise findings on areas that have not been
specifically included in the Plan where significant or systemic control gaps are
evident.

RESOURCING

The GIAS in the UK Public Sector requires the Chief Auditor to effectively deploy
and manage financial, human and technological resources to implement the
Internal Audit strategy and achieve its plan and mandate. The GIAS in the UK
Public Sector notes that funding processes for Internal Audit functions in the public
sector vary and may prevent the Chief Auditor from being able to seek or obtain
additional funding due to other funding priorities within the organisation. This may
impact the way in which the Chief Auditor uses resources. In line with the GIAS in
the UK Public Sector the basis for conformance is as follows:
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52.

53.

54.

55.

56.

» where there are constraints on resources, the Chief Auditor must develop a
resource strategy which suggests practical approaches for consideration by
the relevant Committee;

» the Chief Auditor must inform the Committee of the impact of insufficient
resources and any options available to mitigate that impact; and

+ where there are constraints, the Chief Auditor must set out what alternative
approaches apply to the Internal Audit service, and then seek to manage
financial, human and IT resources within those constraints.

The Chief Auditor must inform the audit committee of any resource management
arrangements at the organisation that may put at risk the ability of the internal
audit function to fulfil its mandate.

The Council’s Internal Audit Plan will include the budgeted resource requirements
needed to deliver proposed audit engagements. It will also include a contingency
to address unplanned work. Should circumstances arise during the year that
suggests that available resource levels will fall or appear to be falling below the
level required to deliver the Plan, the Chief Auditor will communicate the impact of
resource limitations to senior management and G&S.

PREVENTION AND DETETCTION OF FRAUD AND CORRUPTION

Management is responsible for the prevention and detection of fraud or corruption.
Internal Audit will assist management in the discharge of this responsibility. Audit
procedures alone cannot guarantee that all fraud or corruption will be detected.
Internal Audit will, however, exercise an appropriate level of professional
scepticism during audit work and be alert to risks and exposures that could allow
the opportunity for fraud or corruption to occur.

Discovery of any suspected or actual fraud or irregularity that affects the Council
should be reported immediately to the Chief Auditor and information on suspected
or actual fraud may inform the annual audit opinion and the risk-based Internal
Audit work programme. The Chief Auditor may then direct Internal Audit resources
to investigate, or assist management investigations, into suspected and actual
cases.

FOLLOW-UP OF AGREED MANAGEMENT ACTIONS

It is Management’s responsibility to implement agreed audit actions. Internal Audit
will follow up and report progress with implementation of agreed management
actions to support closure of findings raised on a regular basis and seek to confirm
that they have been undertaken within agreed timescales.

The follow up process involves review of evidence provided by management to
support implementation of agreed management actions, and proportionate re-
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58.

59.

60.

performance testing to confirm that they have been effectively implemented and
sustained.

QUALITY ASSURANCE AND IMPROVEMENT PROGRAMME

The Chief Auditor will develop, implement, and maintain a quality assurance and
improvement programme that covers all aspects of the internal audit function. The
programme will include external and internal assessments of the internal audit
function’s conformance with the Global Internal Audit Standards, as well as
performance measurement to assess the internal audit function’s progress toward
the achievement of its objectives and promotion of continuous improvement. The
programme also will assess, if applicable, compliance with legislation and/or
regulations relevant to internal auditing. Also, if applicable, the assessment will
include plans to address the internal audit function’s deficiencies and opportunities
for improvement.

Annually, the Chief Auditor will communicate with G&S and senior management
about the internal audit function’s quality assurance and improvement programme,
including the results of internal assessments (ongoing monitoring and periodic
self-assessments) and external assessments. External assessments will be
conducted at least once every five years by a suitably qualified, independent
assessor.

ANNUAL REPORTING AND OVERALL CONCLUSION

In line with the GIAS in the UK Public Sector, the Chief Auditor must, at least
annually:
e conclude on the overall adequacy and effectiveness of the Council’s
framework of governance, risk management and control (annual opinion);
¢ include a statement on conformance with the GIAS in the UK Public Sector
and the results of the Quality Assurance and Improvement Programme.

The annual opinion for the Council is informed by a number of sources including:

e the audit work undertaken by Internal Audit during the year;

e the audit work undertaken by Internal Audit in previous years and
knowledge of any significant audit findings after the year end;

e reports issued by the organisation’s external auditors and other review and
inspection agencies where relevant;

e knowledge of the organisation’s governance, risk management and
performance monitoring arrangements; and

e any other items brought to the attention of internal audit by whatever means
which may warrant further investigation.

COMMUNICATION AND REPORTING
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The Chief Auditor will report regularly to G&S on the progress with, and results of

its work enabling review and scrutiny as summarised below.

Report Frequency
Internal Audit Charter Annually
Internal Audit Strategy and Annual Plan Annually

Internal Audit Plan Delivery Progress

Six-monthly, as
required

Proposed Material Changes to the Internal Audit Plan

Six-monthly, as
required

Internal Audit Annual Report and Opinion, including: Annually
o Effectiveness of the governance, risk management
and control framework;
¢ Internal Audit independence;
e Conformance with the GIAS in the UK Public
Sector including ethics and professionalism
requirements
Internal Audit Quality reporting, including: Annually

e Results of internal assessments;

¢ Progress of corrective action plans; and

e Compliance with CIPFA Code of Practice for the
Governance of Internal Audit in Local Government

External Quality Assessments

Every 5 years

APPROVAL AND REVIEW OF CHANGES TO THE
MANDATE AND CHARTER

INTERNAL AUDIT

The Internal Audit Charter is subject to approval by G&S on an annual basis.
Approval is evidenced through G&S meeting papers and minutes.

Circumstances may justify a change to the Charter. Such circumstances may

include but are not limited to:

e a significant change in the GIAS in the UK Public Sector;

¢ a significant reorganisation within the Council;

¢ significant changes in the Chief Auditor, G&S and/or senior management;
¢ significant changes to the Council’s strategies, objectives, risk profile, or the

environment in which the Council operates;

e changes to legislation or regulations that may affect the nature and/or

scope of internal audit services.
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