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ICT

AND

D IGITAL F IRST S TRATEGY

“Enabling East Ayrshire”
Purpose of this document
This Information and Communication Technology (ICT) Strategy has been developed as a guide to how East
Ayrshire Council designs its ICT services and structures to deliver positive outcomes for its customers. This
document sets out East Ayrshire Council’s ICT Strategy from April 2014 to March 2020, subject to 3-yearly
reviews within this period, in alignment with the council's rolling 3-year budgetary planning process.
The rate of change in ICT is rapid and growth in the uptake of technologies such as mobile devices, social
media, high-speed broadband and open data, presents huge opportunities for the council. In order to keep
up with advances in technology, and meet the increasing expectation of customers who depend on our
services, it is imperative that the council has a progressive approach to continuously improving ICT services.
The principles within this strategy provide a framework for how ICT services will be designed, sourced and
delivered and how the Digital First paradigm can support ways of working and ways of doing things where
the customer experiences real benefits. The Strategy covers all aspects of ICT services including the
council’s approach to electronic government initiatives and modern digital technologies such as channel
shift, cloud and mobile computing.
For the full picture of how ICT services are being deployed across East Ayrshire please read this document in
conjunction with the current version of East Ayrshire Council’s Corporate Infrastructure Service Plan.

Contents
This ICT Strategy document covers the following elements:


Governance


•
•
•
•
•
•
•
•
•
•
•
•
•

Developing the approach
Our Vision – Digital First
Principles and Trends
Architectural Design
Business Systems
Service Desk
Networks
Desktop and Servers
ICT Security
Sourcing
Quality, Standards and Methodologies
Continuous Improvement and Innovation
Roadmap
Contact Details
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G OVERNANCE
ICT Strategy Group (ICTSG)
This Strategy is overseen by the council’s ICT Strategy Group (ICTSG). The Group is the council’s crossdiscipline mechanism that allows ICT strategies, developments and policies to be agreed at a senior level.
The Group takes an overarching view with respect to the council’s ICT Strategy and provides a vehicle for
joint coordination of new ICT-related systems and processes.
This document has been developed by engaging primarily with the ICTSG, allowing their feedback to set our
direction of travel, taking account of their departmental needs and their expertise on the needs of the
council's customers beyond ICT users.
The ICTSG is comprised of senior officers from individual Departments and Services. The Group is chaired by
the Head of Corporate Infrastructure (CI) and provides a focus for the evolution and development of the
Corporate ICT Strategy and related policies within the council. The ICTSG will initiate and respond to
innovative approaches to using technology for the benefit of stakeholders, including liaison with the
council’s Transformation Board via the Head of CI and other senior representatives.
Whilst the membership of the ICTSG will vary from time to time, individual Departments and Services will
nevertheless be represented at a level not lower than Senior Officer. Members of the ICTSG are empowered
to represent their individual Departments and Services on the Group to agree commonality on ICT Strategy
and related matters. Minuted meetings of the Group are convened at regular and appropriate intervals. The
ICTSG will report quarterly to the Corporate Management Team and liaise with the council’s Transformation
Board, primarily via the Head of CI.

Stakeholders
The ICT Service has a wide and diverse range of key stakeholders including the communities of East
Ayrshire, Elected Members, council Departments and Services, Community Planning Partners, employees,
business partners, the Scottish and UK Governments and other national agencies. All of these influence and
shape the services that we deliver and this ICT Strategy has been developed to take account of their
respective priorities and aspirations where appropriate.
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D EVELOPING

THE

A PPROACH

Community Planning
The Community Plan is the sovereign planning document for the East Ayrshire area, providing the
overarching policy and strategic framework for the delivery of services by all Partner agencies. ICT services
are a key enabler for supporting East Ayrshire Council in working towards the vision outlined in the new 15
year Community Plan 2015 to 2030 which is to ensure that:
“East Ayrshire will be place with strong, safe and vibrant communities where everyone has a good quality of
life and access to opportunities, choice and high quality services which are sustainable, accessible and meet
people’s needs.”
ICT Services will also play a supporting role in assisting Strategic Leads and key officers to implement the
three new Community Planning Delivery Plans which will cover:


Economy and Skills;



Community Safety; and



Wellbeing.

The corporate ICT Strategy aligns with, and supports the delivery of a range of actions outlined in the
Council’s Policy and Planning framework, a diagram of which is provided below.

This Strategy will ensure that appropriate ICT services, which comply with industry standards, reflect
current trends and are delivered in accordance with Best Value principles, are provided to support Service
Departments in delivering on their Service Plan commitments and linking, as appropriate, to the wider
vision, strategic priorities and local outcomes in the Community Plan and the associated Single Outcome
Agreement.
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Transformation Strategy
The council’s Transformation Strategy 2012/17, which was approved in June 2012, is designed to ensure
that council services can remain financially sustainable in the current economic climate. A number of workstreams have been identified which are designed to deliver cost savings and offer proposals for changes in
operations to ensure that council services are financially sustainable into the future.
This ICT Strategy has been developed to complement the guiding principles contained within the
Transformation Strategy and the ICT Service will continue to provide support, advice and guidance across
the council to enable delivery of the outcomes from specific work-streams in furtherance of the objectives
of the Transformation Strategy.

Customer Focus
In seeking to define how best to develop a new approach to ICT services, it was identified that the Strategy
should not be solely focused on technology, but on customer and business drivers. The primary customer of
the council's ICT function are our staff who use the services provided, however the ICTSG recognises that
other stakeholders are customers too, including Elected Members, senior officials and their service
departments, partner organisations and members of the public.
This is just the start of our journey and pro-active engagement with our customers through the ITCSG as
well as the Departmental / Account Manager function, will continue to be inherent in everything we do to
ensure our priorities are driven by their needs. On top of this we will work with customers to co-design our
services, ensuring that the user experience is tuned to their needs.

Business Focus and Change
Our ICT services will be business-driven and our approach has been developed to align, support and enable
the realisation of the objectives of the Scottish Government and those specific to the council such as our
Community Plan, the Capital Plan, the council’s Strategic Objectives and the council’s Transformation Plan.
The ICT function in East Ayrshire will provide services as appropriate, for an ever-changing network of
partners. Current examples include the East Ayrshire Leisure Trust, the Ayrshire Roads Alliance, the
Integrated Health & Social Care Partnership and other partners and agencies (e.g. Citizen’s Advice Scotland
and co-location boards). The council’s ICT function will respond favourably to changing business structures,
partnerships and processes to ensure an efficient service is maintained during times of change.

Our Service Focus
This approach seeks to place ICT services in line with the broader aspirations of the council’s Service
Departments and our customer groups. It will ensure ICT services become an “Enabler” and act as a launch
pad for transformation across the council, by improving outcomes for customers and adding value to their
contact with the council.
The CI Service has an advisory role within the council for ICT technologies. ICT service staff will bear this in
mind when liaising with their colleagues so that services are delivered according to the customer’s and the
council’s needs. Building on the Corporate Infrastructure Service Plan, the high-level aspects of service
provision that we will consider when delivering ICT services include:


Citizen / Customer Focus: Understanding of all Stakeholder Needs



Flexibility of Approach



Compliance: Information Governance, Public Services Network (PSN), PCIDSS etc
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Collaboration and Shared Services



Strategic Commissioning of services



Best Value

Through application of these considerations we aim to engender a culture that delivers:


Open and Effective Client Liaison



Excellent Customer Account Management



Customer Satisfaction



Value for Money



A Skilled, Enabled and Empowered Workforce



Responsive and Easy to Use, Integrated Services

National ICT Strategies and Peer councils
There are 2 Strategies available at a national level:


The Scottish Government’s national ICT Strategy for the public sector



The Local Government ICT Strategy

The Scottish Government’s national ICT Strategy for the public sector (Scotland’s Digital Future – Delivery of
Public Services) was published in September 2012. A cross-council officer group developed Local
Government’s response to the National Strategy and members of this group represent Local Government
on the National ICT Strategy Board. The officer group’s Local Government ICT Strategy was published in
January 2013 after presentation at SOLACE, COSLA and in consultation with councils’ ICT Officers.
East Ayrshire Council prizes Best-Value for our citizens and will not unnecessarily “re-invent the wheel”. In
keeping with the McClelland Review of ICT Infrastructure and the national ICT Strategies, in their
recommendation that re-usability should be a cornerstone of developments, this ICT Strategy takes account
of other council's groundwork in developing their own ICT Strategies and unabashedly borrows from these
when it has been provident to do so.

Local Considerations
Notwithstanding the national drivers, this Strategy recognises that there are other, local contributory
factors that must influence the direction of travel. Initiatives such as the East Ayrshire Leisure Trust (EALT),
the Ayrshire Roads Alliance (ARA) and the Integration of Health and Social Care (IHSC) in both East Ayrshire
and across the wider Ayrshire area must all be borne in mind when determining local actions and
implementation of the strategic aims of the Strategy.
Additionally, there are local consultative mechanisms that the council employs to inform the process of
changing service delivery and the feedback from these consultations will be reflected through the resulting
influences on business drivers.

Capability to Deliver
The CI Service Plan sets out the staffing structures for the council’s ICT function that will deliver the ICT
Strategy. It is recognised that training plays a critical part in the success of the deployment and support of
ICT solutions. It is also important that trends in ICT are understood.
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Many developments in ICT are disruptive in nature. For the council to match stakeholder expectations and
realise benefits for them, it is recognised that there needs to be a dedication to innovation and research
and development activities.
The council will therefore ensure that ICT staff are appropriately trained and provided with personal
development opportunities to enable our commitment to a skilled, enabled and empowered workforce.
Although the council’s central ICT function does not provide training services, end-users of ICT solutions will
be provided with appropriate training and support by their Departments.

Schools ICT Strategy
The council’s central ICT staff provides extensive support to the schools network and equipment within
schools. However it is clear that to carry forward the curricular objectives of Educational Services while
maintaining a compliant and supportable ICT infrastructure, a specialised approach has to be undertaken
and innovative solutions need to be devised.
It is recognised that schools have extraordinary ICT needs, and to provide greater focus, an Education ICT
Strategy Sub-Group has been formed; this group will produce a Schools’ ICT Strategy as an adjunct to the
corporate ICT & Digital First Strategy document.
Key points from the Education ICT Strategy will include:
•
•
•
•

•
•

•
•
•
•
•
•
•
•
•

provide learners, teachers and support staff with opportunities to access high quality digital
resources in all aspects of school life;
provide learners with opportunities to have recognition of their achievements in learning about
ICT;
ensure that all schools have the means, in terms of ICT infrastructure, to access these resources;
provide teachers with training opportunities to keep abreast of new technologies and to enable
them to develop the skills necessary to incorporate the use of these into classroom practice and
effective delivery of the curriculum;
encourage collaboration by teachers and the dissemination of good practice; and
promote the use of existing and new technologies as appropriate in all of our schools. This will
include the provision of support to utilise learning opportunities made available through, for
example, the use of interactive whiteboards, digital video, video-conferencing equipment,
controlling and modelling equipment, the Internet and other resources.
At least 10MB connection to all Primary schools and 200MB for all Secondaries
Secure local area networking (LANs) and pervasive wifi within all schools
All children and young people with access to mobile tablet computing as appropriate to
curriculum
All children and young people with access to desktop computers as appropriate to curriculum
Computer Science embedded as a curricular objective
Transformation of subjects’ lessons through use of technology where appropriate and beneficial
Collaborative distance learning via Video conferencing available to pupils and staff
Skilled and trained teaching staff advocating ICT as a learning tool
Widespread uptake of GLOW
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O UR V ISION – D IGIT AL F IRST
Although this is an ICT strategy, it is not a technology-led strategy. ICT is changing at an ever-increasing rate
such that it is impossible to predict what opportunities will be presented in a few years. However the thrust
of applying technology changes within East Ayrshire Council has always been and will remain to support the
business of the council. As we set out in our Modernising Government proposals as far back as 2001,
technology is an enabler, not an end for its own sake.
Our ICT vision is for an

“…enabled East Ayrshire: …enabled for the present and the future, through the application
of ICT”.
We will focus on understanding the needs of our customers and how appropriate technology solutions can
be applied in order to deliver the positive outcomes they deserve at best value to the council.
We will adopt a flexible approach, to allow us to respond in an agile manner to the ever-changing landscape
of technology trends and business needs.

Digital First and Promoting Digital Participation
In recent years, technology has become an enabler not just for council business improvements, but for the
general public, to an ever-increasing degree. Channel Shift, to enable services to be delivered online, is a
major consideration as all councils bid to modernise and become more efficient. Although technology
innovations should not be introduced for their own sake without a business driver and customer focus, it
will be useful to establish a general trend toward making as many services available online as possible, for
both internal and external customers.
The McClelland Review of ICT Infrastructure in Scotland proposed a theme of “Digital First” – that service
will be developed for delivery via the digital channels – as their default position. The Scottish Local
Government ICT Strategy Board is pursuing this via their Digital Public Services agenda with various
workstreams. This ICT and Digital First Strategy has this principle ingrained in all its aspects and the
Corporate Infrastructure Service will endeavour to keep this principle to the forefront in all developments.
The council values the economic, societal and cultural benefits that digital technologies can bring and is
motivated to ensure the community in East Ayrshire realises these benefits so that we achieve a region of
digital participation for all our citizens. The council recognises the work being done on digital inclusion at a
national level by the Scottish Government to expand access and participation into all geographic areas and
sectors of society. For example, the recommendations of the Royal Society of Edinburgh’s Inquiry into
Digital Participation (2014) are welcomed. The Inquiry report identified several elements to promote access,
motivation, skills and affordability to let citizens realize the digital dividend. For example a holistic lead by
the Scottish Government in ensuring citizens have the skills to participate in the digital arena of 21stCentury society; and a publicly-subsidised, fit-for-purpose digital infrastructure. Councils were also asked to
play their part in promoting access and participation at local level, in support of local initiatives. One
measure of success proposed is the number of public sector transactions taking place online. The council’s
ICT function will play its part wherever possible in advancing the aims of Digital Participation via the
Community Planning process.
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Disruptive Technologies
A disruptive technology is a term that describes a new technology that unexpectedly displaces an
established, or sustaining, technology. It is not unusual for corporations to dismiss the value of a disruptive
technology as it does not reinforce the current ethos based on sustaining technology, only to be blindsided
as it matures and gains traction.
Disruptive technologies – as far as they can be recognised - can be seen as threatening, or as offering
opportunities for cost savings and innovation. The council will make best endeavour to stay abreast of new
technological developments. Current examples of disruptive technology include the mobile computing
revolution; social media; or new ideas and ways of working that are enabled by technology. Examples of
this latter category include the Nesta “Make it Local” projects; Smart City; Crowdsourcing and
Crowdfunding; Hackdays; Open Data; Citizen-led developments; and Work-style programmes for flexible /
home working.
It is increasingly difficult to approach such new developments against a background of decreasing resources
and this is a major challenge facing all councils and other organisations. The use of disruptive technologies
to achieve savings is therefore of great importance and ICT will be viewed by East Ayrshire Council as an
essential enabler.

Enabled East Ayrshire
An enabled East Ayrshire would encompass technological memes that address the service needs of all
citizens; and the process needs of all public agencies within the region. Beyond that it would enable
possibilities as yet unforeseen. There are two main interwoven strands in our Enabled East Ayrshire: Digital
Public Services; and Digital Participation for all. The council will utilise technology to enable its services to
be delivered better but also to increase availability of opportunities. The council has a responsibility to look
to the future and our strategies must survey the landscape to tackle the needs of tomorrow as well as
today. How we do this will have consequences for the success of East Ayrshire and our people.
There are many challenges to be overcome in achieving the vision, for example recent sampling reported by
the Scottish Council for Voluntary Organisations (SCVO) indicates that 30% of the Scottish population lack
basic online skills (the figure for the UK is 20%). This digital divide is largely composed of people who are
elderly, disabled, with long-term health conditions or long-term unemployed. There is also evidence that
citizen motivation is a significant barrier to digital participation with public and third sector bodies, so when
it comes to channel shift it is unlikely we can achieve 100% digital inclusion with respect to council services.
The Society of IT Management (Socitm) advocates a “Digital by Design” approach for government agencies,
favouring fundamental service redesign rather than ICT-enablement of existing ways of working. This aligns
to the Scottish Governments Digital Public Services agenda. “Digital by Design”, or “Digital by Default” must
appy to every project, every business area. With respect to the vision for local digital public services, Socitm
makes 4 assertions :
1.
2.
3.
4.

Digital represents an exciting paradigm shift
Digital puts people at the centre
Digital is more than just a last minute bolt on
Digital offers the opportunity to unlock cost savings and increase productivity

This ICT Strategy identifies how the council will use ICT in support of our own work and that of our partners.
Other, non-ICT documents will set out the strategic needs of service areas such as Education, Social Care &
Health, Environment, etc. Projects in these business areas will inevitably spawn ICT projects as they adopt
the “Digital by Default” paradigm in remodeling services. The ICT Strategy is not the place to determine the
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redesign of services that these other strategies will address. We can however take note of ideas from other
places and look at examples of what a Digitally Enabled East Ayrshire might mean. The most certain thing is
that Connectivity is the key to the future, as past disruptive technologies have demonstrated. We must
have the vision and determination now, to build the digital infrastructure that will enable future
opportunities for our region.
There are many examples of modernization around the world, e.g. the Smart Cities projects, Modernising
Government, eGovernment and themes of Digital Participation from which we can borrow common-sense,
blue-sky, sometimes even hyperbolic ideas. The table below shows some idealistic outcomes for an Enabled
East Ayrshire. It is presented for illustration purposes and resources will dictate which aspirations can be
advanced. In addition, developments would be subject to the proper strategic planning around whether
they fit local needs.

Citizens

The vision is for our citizens to be fully engaging in the online
sphere, with comparatively high levels of digital participation
across all demographics, raising attainment and satisfaction.
Citizens could benefit for example, from transacting online
with the council and other public agencies, online shopping,
using mobile devices, using social media, online learning etc.
This participation results in social, health and economic
benefits for citizens.

Workforce

A highly skilled workforce is essential and in future
employers will expect ICT skills to be higher than at present.
A significant proportion of our population should be very
technically able, not just users of technology, but advocates,
designers and creators, with the ability to produce and
provide technical support to others.

Schools

Our schools should enable young people to be equipped for
the challenges of the modern world. In general, young
people will naturally be competent in using technology but
will not necessarily be skilled technologists or makers
without proper education in areas such as computer science.
Teachers should be confident in teaching technology and
teaching with technology. Technical support would ideally
be available within each school.

Economy

A skilled workforce is one attractor to inward investment. So
too is the availability of high-speed interconnectivity. An
Enabled East Ayrshire can be a technology hub, with
companies based here producing digital applications and
content and products that can be sold online to the world.

Access

All citizens should have access to technology and the
internet. All should have access to learning opportunities
and the means to partake of these. All should have the
chance to realise their potential with access to materials and
tools allow them to develop.

Council

Current e-enablement includes online payments, citizen
accounts, self-service enquiries, white goods uplift.
Future developments can allow our staff and customers to
benefit from new communication channels, CRM,
integration with national ‘myaccount’ and service portal,
links to health, GIS, video conferencing and redesigned
service delivery models. All council transactions that can be
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e-enabled would be developed.
Communities and
Public Spaces

Council services can be designed to make use of ICT and new
ideas. Communities themselves can also evolve into new
models with the help of ICT. The interface between councils
and communities and partner agencies might in future look
very different. Some developing paradigms include
Telehealthcare and video channels; open data and
development of apps for local needs by the community
including private and third sector partners; local and virtual
currencies to keep revenue in the local economy;
gamification for beneficial outcxomes, e.g. organizations and
premises managers competing in energy saving games and
council budget-setting apps; new channels of
communication including social media and text messaging;
pervasive public wifi making access ubiquitous; moves
toward e-Democracy and e-Voting; smart streets including
smart street lighting and traffic management and
information systems etc.
A fully Enabled East Ayrshire has limitless potential.
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P RINCIPLES

AND

T RENDS

The approach the council will take to the designing, sourcing and delivery of ICT, and Digital First is defined
in a set of key principles. Above these sits a single guiding principle:

The use of ICT by the council must be applied flexibly against an everchanging background, in order to add value to the customer; whether a
citizen, a business, a partner organisation or other service within the council.
PRINCIPLE
Digital First

DESCRIPTION
The Digital Public Services agenda determines
that services should be developed and
delivered making full use of technology as an
enabler, considering digital delivery channels as
first choice.

Ease of use

Services will be designed for ease and
accessibility for all users and stakeholders

Alignment to
business needs

The business needs of the council, its
departments and its partner organizations will
be the driver for ICT developments

Customer Focus

ICT services will be designed to fulfill the needs
of the various customers, partners and
stakeholders we serve.

Integrated
Identity
Management

Wherever possible for staff, we should be
agnostic in relation to their location and device
used. They will carry their identity with them
and will be able to securely access those
services that they require to carry out their
function.

Unified
Customer
Accounts /
Single-View
National
Infrastructure /
National Modern
Government
Initiatives

Wherever possible, services will be provided
that allow a single ID to enable a consistent
unified view of the customer.

Data Security
and Privacy

Data access will have appropriate security
permissions applied. In accordance with the
Data Protection Act, ICT services will continue
to be designed such that the council will not
reveal or expose private data.

Compliance

Services will be delivered in a manner that
complies with the governing principles:
Information Governance, Public Services
Network, PCIDSS etc

Shared Services

Where practical, consideration will be given to
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The council will work to align and integrate
appropriately with national initiatives including
the developing National Infrastructure, Scottish
Wide Area Network (SWAN), national Citizens
ID, National Entitlement Card, National Land &
Property Gazetteer, Citizens Portal, national
‘myaccount’ or other future developments.

sharing services and developments with peer
authorities or other agencies such that
efficiencies are achieved. The council will seek
to collaborate with partners through
interoperability to achieve value for money.
Strategic
Relationships,
Procurement and
Commissioning
of services

A joined-up approach to commissioning of
services can deliver increased value through
aggregation and rationalization. This will be
considered
in
all
procurement
and
commissioning of services.
Strategic relationships with businesses and
vendors will encourage the best-value
evolution of ICT.

Reuse, Best
Value and Cost
Reduction

Where possible, ICT Assets will be reused
rather than disposed. A Best Value approach
will be adopted toward developments in order
to reduce costs. In common with other council
contracts, there are mechanisms in place to
ensure ICT contracts are continually reviewed
for ongoing utility and value.

Technology and
vendor
agnosticism

The ICT architecture will be designed to reduce
‘lock-in’ to particular vendors and their
products; and to be resilient to the impact of
technology changes. The ICT architecture will
leverage developing industry standards.

Innovative and
agile

ICT will flexibly adapt to changing business
needs and technological developments,
supporting innovative means of service delivery

Integration,
Inter-operability
and scalability

Where possible, systems will be designed to
inter-operate without manual intervention,
enabling joined-up services to be achieved.
Services will be integrated and scalable as
demands increase

Governance

The ICT Strategy and ICT developments will be
managed effectively, through existing council
structures and protocols, such as the ICTSG

Security and Risk

ICT Security measures will be a primary concern
but will be applied in a proportionate manner
and be transparent to the users whenever
possible. Risks will be assessed according to the
council’s protocols and appropriate mitigations
will be developed.

Workforce
Development

The council recognizes that a Digitally Skilled
Workforce will be more confident in the use of
technology to deliver better services. We will
train ICT support staff and users of ICT services
as appropriate to allow them to carry out their
duties; and will encourage personal
development and up-skilling in ICT.

Access to

The council promotes equality and access for
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Services

all. ICT systems shall be designed to be
accessible and major developments in the
Engagement layer will be equalities impact
assessed.

Trends
There are continually changing trends in ICT and in common with other organizations the council cannot
stay current across its whole infrastructure in all new developments. Nor would an approach of the
immediate introduction of each innovation be advisable, as there are inevitably security risks associated
with new technologies and it is sometimes best to let these “bed in” and mature. The council will however
stay informed about innovative technologies and the new ways of working that these enable. Where there
are business drivers for change, the appropriate use of new technologies will be considered.
Taking the national Strategies as signposts, the council’s corporate ICT function will take cognisance of
national standards; industry and government trends; and local drivers, including:
TRENDS
Agile, Home and
Flexible Working

DESCRIPTION
The council recognizes the benefits to be
gained from employees working in a flexible
fashion and will consider remote access
solutions that can be adapted to enable
access as required. The Network strategy
includes consideration for Lone Workers and
access from varied locations.

Digital First :
Multi-Channel
and Responsive
Designs

We will aim to make new developments
available as Digital First and where possible
across multiple channels. New developments
will aim to be designed in a responsive
manner; being designed as adaptable across
delivery platforms.

Unified /
Integrated
Communications

The council will keep abreast of industry
developments in the sphere of unified /
integrated communications and “social
business” tools, introducing these if and
where appropriate to business needs.

Mobile
Computing

The rise of Mobile Computing platforms
including smartphones and tablet devices
and their apps has been and will continue to
be rapid. The council will continue to
research this technology and will pursue the
introduction of such devices as preferred,
where business benefits or efficiencies
dictate.

BYOD and COPE

Bring Your Own Device (BYOD) is a
developing trend across industry, but is
problematic for councils with respect to
compliance with PSN etc. In the past year or
so, a new acronym has started to rival BYOD
as the buzzword du jour: COPE. It stands for
Corporate Owned Personally Enabled and is a
compromise between the security beneﬁts of
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command-and-control IT and the freedom
that many employees would wish. An
example might be to provide Elected
Members or officers with mobile tablet
devices can be used for personal business
and for access to council reports. The council
will continue to be aware of developments
and pursue these as appropriate.
Software as a
Service (SaaS)
and External
Hosting

Where possible, the council will favour the
introduction of ICT solutions that can be
more efficiently delivered via offsite hosting.
Consideration will be given to renting
software and services rather than purchasing
where this is practical and can achieve better
value for money. The council will however
continue to utilise its own recently-advanced,
world-class data centres when this is a more
appropriate solution. The portability of apps
and exit-strategies will be considered with all
new developments.

Responsive
Design and
Multi-channel
access

Customers will be able to access IT systems
from a range of different channels including
mobile and web and have a consistent
experience across all channels.

Open Data

Private data will be managed according to a
“right-to-know” basis, while the default
position for public datasets will be to publish
openly. The ICT architecture will utilise
industry open standards.

Internet of
Things

The council is interested in the emerging
opportunities to rethink and redesign
services around the “internet of things”.

Cloud computing

To support a more cohesive infrastructure as
well as the sharing and re-use of
services/solutions, we will explore cloud
computing with the aim of increasing our
agility and reducing the cost of ICT.

End user device

The council’s aim is that, as much as possible,
the workforce will be able to work from any
location on any suitable council or noncouncil end-user device through appropriate
Mobile Device Management protocols.

Location-based
Data and
Mapping

GIS is opening up into a new era of
development with web-based mapping
commonplace and geo-tagging growing in
popularity. This, particularly if combined with
Open Datasets, enables innovation both
within and without the council.

Commoditisation
of ICT

ICT is increasingly being viewed as a
commodity that can be portably applied as
needed and turned off or repurposed or
reassigned. Exit-Strategies for systems and
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contracts are important to ensure value into
the future and should be considered with all
new developments. Tie-ins to sole suppliers
should be avoided.
Social Media

The council’s Communications Team among
other internal customers will explore new
ways of enhancing communication and
consultation both within the council and with
external agencies and members of the public.
The ICT function recognizes this aspiration
and will look positively on initiatives to
accommodate these as far as possible within
the scope of compliance frameworks.

Channel Shift

The council is committed to providing easyto-use, trusted and flexible information and
transactional services that support our Digital
First approach. For those for whom digital
channels are less accessible we will ensure
access is maintained through a network of
‘assisted digital’ service provision.

Out-of-Hours
Working and
Support

ICT services is becoming a commoditised
utility that is almost as much a bedrock of the
ability for other staff to work as is power and
heat and water. The effect of this has been to
extend the working day by ‘function creep’
such that council services and some groups
of staff are expected to be available on
anything up to a 24/7 basis. For the ICT
function, the expectation of support being
available outside the normal business 9 to 5
working-day presents a clear challenge. For
councils the challenge is becoming even
greater with ICT function being subject to the
same resource cuts as the wider body of
staff. Innovative ways of working and
systems provision must be examined to meet
the challenge. The CI Service Plan identifies
the structures necessary to provide the
support that the council requires.
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A RCHITECTURAL D ESIGN
Supporting the ICT Strategy is an architectural design that lies at the heart of developments towards
business needs and that lays out the fundamental design of the council’s ICT services going forward. The
architecture has three simple conceptual layers, each designed to play their own unique role in supporting
the council’s key customers. The three layers are Core Components, Business Solutions and Engagement
Layer.
1.

Engagement Layer
This is the layer that ensures that the casual user can interact with the council in an easy-to-use
and preferably personalised way. This layer must remove the complexities of the underlying
core components and business solutions and present required parts of both these in a simple
and appealing way. Examples include websites, mobile applications and performance
dashboards.

2.

Business Solutions
Business solutions are the solutions designed to drive operational efficiency. These solutions
are normally designed for the professional user and therefore require a high level of knowledge
to use effectively. Examples include finance systems, council tax system and asset management
system.

3.

Core Components
These are the core components of the council’s architecture that are designed to underpin
multiple business processes. They will be implemented once and used often.



Software Core Components
Examples include master citizen account record, geographical information systems (GIS) and
single payment engine.



Hardware Core Components
Examples include the Wide Area Network (WAN) and Local Area Networks (LANs); the
Telephony system, the council’s Data Centres and Servers; and Desktop / office devices.

Each of the three layers is vitally important to the council achieving an accessible, scalable, flexible and
functional architecture at a minimised cost of ownership.
Through the actions identified in the CI Service Plan the council will therefore apply the following principles
when implementing its Architectural Designs:
Architectural designs will be decided to be compliant with PSN. We will consider a network partitioned into
customer-focused architectural patterns determined by business needs: Corporate; Schools Curricular;
Members; Public.
ARCHITECTURAL
PRINCIPLE
Improve the
customer
experience

DESCRIPTION

Fit for Purpose
Core Components

Invest in delivering fit-for-purpose core
components, and then ensure their use
wherever the function they perform is
required. For example, the council aims to
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Use the organisation’s collective knowledge
of individual stakeholders to ensure that all
engagements are as personalised and
customer-centric as possible.

have unified, integrated solutions for
authenticating a citizen and will use this
where practicable when a citizen is required
to prove their identity to complete a
transaction with the council. A similar
approach will be sought for integrated
identity management with respect to staff
access.
Proactively share
core components
and business
solutions

Proactively seek to share its core
components and business solution with
other local authorities or wider parts of the
public and third sectors.

Minimise the
number of
business solutions

Strive to minimise the number of business
solutions used with the aim of delivering
best-in-class, joined up, efficient processes,
whilst minimising the requirement to
interface between business solutions

Interface/Integrate

Where interfacing/integration is required
between any elements of the architecture,
the council will ask the solution provider to
support a Service Oriented Architecture
(SOA) / Application Programming Interface
(API) or other industry-standard approach,
therefore minimising the council’s total cost
of ownership.

Business Solution
will have vendor
supported APIs

Ensure that, where required, the business
solutions or core components will make
their processes available to the engagement
layer via a fully supported presentation
layer and independent APIs

Invest in
Engagement Layer

Invest to make the engagement layer
robust, responsive, scaleable, flexible, and
channel independent. This will allow the
council to react quickly to the changing
behaviours and needs of our citizens, local
businesses and other key stakeholders. The
objective will be to attract people to use online channels wherever possible.

Consistent user
experience
through
engagement layer

Use the engagement layer to ensure that
our stakeholders receive a consistent and
high quality service regardless of their
channel of choice, including face-to-face,
phone, email, and on-line.

Make our services
available on a
variety of channels

Make appropriate services available to
authorised non- council organisations in a
partnership approach; and work with these
channels to ensure that these services are
available where our citizens and local
businesses find most useful.
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B USINESS S YSTEMS
The core component and business solution elements of the architectural design are vital to the smooth
running of our ICT Services. In order to understand our ICT estate, information on core components and
business solutions across the council will be maintained in an Information Asset Register.
It is important that core components and business solutions remain up-to-date, reliable and fit for purpose.
Where practical, any duplication in solutions will be removed and where gaps are identified, suitable
solutions will be implemented. To ensure the core components and business solutions meet the needs of
our stakeholders, the focus will be on managing systems which professional users have identified as
strategic and operationally critical.
It is not thought practical to source one solution that meets all the needs of the council, therefore best of
breed business solutions will be sourced and interfaced as required.
Business Solutions can be viewed as being in logical groupings designed to minimise their number and
interfaces whilst not compromising the desire to source best in breed solutions. The table below outlines
the four suggested groups along with an explanation.
SOLUTION
Generic Business
Solutions

DESCRIPTION
These are the ‘Vertical’ solutions used by all
or most organisations, for example, HR,
payroll, finance. The council’s preferred
approach is to source these from public
sector-wide shared services or generally
available commercial sources.
The council will be open to adjusting
processes to achieve uniformity and best
practice.

Local AuthoritySpecific Solutions

These are ‘Horizontal’ solutions that all or
most local authorities require, for example,
environmental management, council tax
collection.
The council’s preferred approach is to source
these as part of the collective group of
Scottish councils. The council will be open to
adjusting processes to achieve uniformity
and best practice.

East AyrshireSpecific Solutions

These solutions meet unique business needs
for East Ayrshire Council. The council will
provide/procure its own ICT services for
these solutions. EAC will work to minimise
the number of these to reduce the internal
support burden, however there are cases
where small-scale simple solutions are
delivered to Best-Value principles by internal
development.
As an example, cost avoidance savings were
made by developing the new Corporate
Complaints System to our own specification
and thereby avoiding the procurement,
implementation and ongoing revenue costs
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of a packaged solution. Another area which
will provide efficiencies is the development
of the EAC Property Portal, which will assist
not just the normal work of officers, but will
support the property rationalisation and
community asset transfer workstreams.
Another recent development is the Members
Enquiries system, which is being deployed
now, but can be easily adapted at no cost to
other areas across the council.
Shared Service
Solutions

The council will pursue opportunities to
share services, including ICT developments
with partners according to business needs. It
is possible to show efficiencies where the
business / Service Departments combine
service areas and then rely on common ICT
support functions. A case in point being the
Ayrshire Roads Alliance shared service where
East Ayrshire Council ICT staff now supports
an amalgamated Roads service across two
councils and its consolidated ICT needs.
Another example is the excellent work done
under the Ayrshare programme, enabling
information sharing between North, South,
East Ayrshire and NHS Ayrshire and Arran for
the benefit of vulnerable residents.
It
ensures effective coordination of needs
assessment and action planning alongside
improved communication and joint working.

Sharing Developments
Where it is possible to collaborate with peer councils to make efficiencies and save in joint procurement of
solutions from the marketplace, the council will do so. The McClelland Review of ICT Infrastructure
recommended sharing developments and “building as a last resort”. East Ayrshire Council prioritises Best
Value and will adopt a flexible, non-dogmatic approach to ICT developments.
There may be cases where value can be achieved in sharing our in-house developments with our peer
councils. This is not straightforward and would require ‘packaging’ of the systems and ongoing support to
be made available. Consideration may also have to be given to hosting solutions on behalf of a partner. This
will only be offered if there is a business case justifying the shared service.
Another way that ICT services can be shared is by jointly developing systems to suit joint common needs.
This is an area where significant savings may be possible but can introduce ongoing external support needs.
It might be best to introduce this type of shared service at a national level, along the lines of SEEMIS,
however where a suitable candidate project arises and will provide Best-Value, it will be considered. An
example would be the Roads Minor Frameworks system which is used by several partner councils.
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S ERVICE D ESK
The Corporate Infrastructure Service Desk includes an ICT Helpdesk function which delivers the full range of
user assistance, fault call reporting and resolution capabilities If the call necessitates a more specialist
resolution, it is routed to 2nd line support staff, and so on. This service is provided authority wide, by EAC,
and agents of EAC.
Fundamentally, our Customer Service commitment to our users aspires to ensure that:


Their day to day technology works correctly in order for them to execute their council duties;



They can quickly and easily contact someone to fix any faults/issues;



Customers can benefit from Self-Service and extended hours support availability;


They receive a good consistent quality of customer service.
The core service support functions and aspirations have been identified as:

Incident
Management and
Service Requests

15,000 requests for service and 15,000 fault
incidents are received by ICT support teams
over a 12 month period across a 6,000 ICT
user community.

Problem
Management

Effective Problem Management sits at the
heart of identifying underlying recurring
issues which can cause serious disruption to
ICT services. Associating individual Incidents
to existing Problems allows improved
tracking and diagnosis, increases visibility and
transparency, shares knowledge, and ensures
more timely resolutions, and reduces
downtime of essential systems for council
staff.
In accordance with our customer centric
service based approach, in the first instance
1st line operatives endeavour to resolve
faults, or provide advice at the first point of
customer contact. Moreover, we aim to go
beyond basic call management practices,
with a flexible system to log, track, prioritise
and resolve incidents, with proactive
notifications to support analysts resulting in
fast call resolution with detailed performance
tracking of Service Level Agreements. Staff
will have multi-channel options to log
incidents and request via Self-Service, email,
phone and external application via API.

User self-service

Automation and self-service are essential to
increase collaboration across staff who play a
key role in customer satisfaction, including
customer services as well as technical and
system support staff. The new Service Desk
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system provides a unified view of customer
requirements, to facilitate cross-training of
support teams, integration of disparate
procedures and prioritisation of issues.
Knowledge base

Publishing and sharing knowledge ensures
that we deliver a faster, more consistent
response. Additionally, publishing
knowledge articles via Self-Service, enables
staff to resolve straightforward issues by
themselves, should they so wish, without
having to request support. Tapping into the
knowledge base and sharing symptom, cause
and resolution details, speeds up issue
resolution, enables new staff to acquire
knowledge rapidly, and can have a dramatic
effect on the number of reported issues
when accurate information is made available
to all.

Real-time
reporting and
business analytics

East Ayrshire Council, like most other local
authorities, is currently in a period of
transition, subject to on-going budget cuts
and resource restrictions, and must meet
corporate mandates to do more with less.
Furthermore, we must be able to convert
business intelligence and analytics into real
business insight to inform future resource
planning, permit internal benchmarking and
strategic performance measurement.

Resource
allocation –
engineers, assets,
timescales etc

Keeping control of our level of service is a
critical element of successfully delivering
against KPIs and ensuring continued
customer satisfaction. Performance statistics
will show response and resolution targets
based on impact, urgency and priority, and
automatic alert notifications and incident
escalations if response times are in danger of
being breached.

Change
Management

Change is inevitable. ICT is complex with
multiple stakeholders often involved.
Effective Change Management is essential to
prevent service degradation or system
unavailability. Comprehensive Change
Management features in the new Service
Desk system will allow us control of our
changes, reducing time taken to roll out
releases, improve overall quality and
effectiveness and reduce errors.

Asset
management

The new Service Desk system will integrate
with Active Directory and Asset Information,
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providing single sign-on to users – no need
for additional usernames and passwords.
Mobile

Allows ICT support staff real time Incident
and Service Request information “on the go”
via a mobile device thus helping us improve
staff productivity and call resolution rates.

Future

The council is currently implementing a new
IT Service Desk system to support the
required operational functions and
aspirations for the service.
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N ETWORKS
Today’s enterprise networks provide more than simply a technology infrastructure. It’s an enabler for the
enterprise, supporting mission-critical applications, creating operational efficiencies, and increasing
productivity. While the infrastructure provides a foundation for the organisation and its initiatives, the
business strategy must drive the development of the enterprise network, ensuring it supports today’s
requirements while evolving to meet tomorrow’s demands.
The Voice & Data Networks Team within Corporate Infrastructure will provide support for users of these
systems in association with 3rd Party maintainers as appropriate. Any contracted 3rd party will be sourced
through an open tender process or government framework.

Cabling
Infrastructure
and Hub Rooms

There are continual changes in the nature of
cabling systems, with new categories being
developed capable of carrying information at
ever higher speeds with greater reliability.
These developments will continue to be
monitored for their suitability and viability in
EAC, with recommendations and changes
being made when appropriate. Hub Rooms &
Installations should be designed to the
current version of BS EN 50174.

LAN and WAN

The same factors that are pushing the growth
in demand for storage are also driving the
growth in demand for network bandwidth.
There is a user expectation that bandwidth
capacity will not be a limitation for how one
accesses personal files and applications.
The WAN estate is under constant review by
the Network Strategy Group (NSG) who will
proactively improve network performance &
efficiency to meet anticipated growing
demand, while managing costs. As such, the
NSG will monitor and review WAN services
being developed in the marketplace (e.g.
SWAN), procuring suitable, secure and cost
effective WAN solutions via framework
tenders where appropriate.

Wireless LANs
(WLANs)

Wireless LANs within EAC have traditionally
been designed / installed to provide as much
coverage as possible. Current and future
efforts will focus on making the wireless LAN
service more robust by providing denser
coverage to areas where usage is high, and in
doing so increase capacity and fault
tolerance.
The Networks / Telecoms team will continue
to monitor developments in this field to
ensure that we are using most up to date
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frequency band and security protocols.
Security

Further guidance can be found in the
Network Security Policy Document, but in
general, physical access to devices should be
restricted to authorised personnel only. New
build sites should have a dedicated secure
hub room (or rooms) constructed. EAC data
and telephony networks may only be used
for purposes that are in accordance with the
aims and policies of EAC and for no other
reason, as stipulated in the Acceptable Use
Policy.
Since the ICT Network is the backbone of the
councils operation, security of the hardware
and data must be paramount. Therefore
many techniques & controls are
implemented to ensure network integrity is
maintained and the NSG & IT Security
Manager will continue to monitor changes,
both in the internal environment and the
industry, applying further controls as
required.

Remote Working

A range of remote working solutions are
available depending on personal & business
need, as directed by Head of Service. Devices
include VPN solutions, secure web portal,
smart mobile devices and Blackberry.

Voice Systems
and Platforms

The telephone network will evolve with
increased dependency on Voice over IP
(VoiP) as the standard provision method;
enhanced functionality will be provided while
maximising return on investment from LAN &
WAN links.

Mobile Voice and
Data

It is anticipated that the requirement for
mobile information will continue to increase.
Methods of providing secure, reliable and
cost effective mobile services to staff within
the authority will be investigated. With the
advent of many new services it is important
that these are properly investigated and
tested before being used in the field.

Video
Conferencing
(VC)

Videoconferencing allows people to
communicate in real time, no matter where
they are located. The participants can hold a
meeting or conference, display pc content
and generally do everything they could do if
they were in the same room. VC facilities are
available to staff in Cumnock and Kilmarnock
and there are instruction guides on the
Intranet and at each screen. Staff should be
encouraged to use VC as an alternative to
travelling. The system will connect via ISDN
or IP. Preference should be to use IP as no
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call costs will be incurred. Investigations will
continue into the potential expansion of the
system to other EAC sites and into the utility
of Desktop to Desktop / Mobile VC systems
such as Skype. Video conferencing is
expected to be an important part to the
future of educational delivery in schools.
Future

We will continue to research, investigate and
implement (where appropriate) new
technologies that will enhance both the
Customer and Staff experience of our council.
Our aim is for anything which can be
beneficially networked should be networked
and as such, we will consider solutions such
as WAN satellite connectivity, wireless mesh
and SWAN Inter-authority connections.
These will enable us to consider such
advances as re-deployable CCTV, Guest
Network Access Solution, RFID tagging,
enhanced Home Working Solutions and
closer partnership working. We will also
further Develop/Upgrade the WAN &
Network hardware (including IPv6) to
enhance performance & in preparation of
Cloud based services (Saas, etc) as well
support the increase in new media-focused
applications.
We will continue to assess network
developments in the ICT industry,
implementing improvements and upgrades
where they are a cost effective business
benefit. In addition, consider the potential
impact of any hardware, implementing
energy reduction techniques where
appropriate, in accordance with the council
“Green agenda”.
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D ESKTOP ,

MOBILE COMPUTING AND

S ERVERS

During the last 5 years, we have seen the movement from a physical to virtual server infrastructure. This
has been driven by the requirement to reduce costs associated with server provisioning while seeing an
increased requirement for flexible computing resources. In addition Desktop and Server virtualisation
reduces the IT carbon foot print for the council and allow us to service the future demands of the
organisation. The IT industry continues to evolve and innovate at great pace. We have standardised on
market leader storage and virtualization platforms which lead the Gartner ‘magic quadrants’ research
methodology in their product field. The council is well-placed to adopt new and emerging technologies to
meet the IT requirements of our Services.

Desktop PC and
Thin Client

To deliver an infrastructure that allows
access to the large number of IT
applications presently in use within East
Ayrshire Council requires an innovative
approach to provide an agile working
environment. Virtual Desktop
Infrastructure (VDI) will deliver true hotdesking, enabling staff to securely access
all of their applications and data from any
virtual desktop in the council, or from
home. This greatly enhances both
business continuity and disaster recovery
capability.
Traditional PC’s and Laptops are still
widely used both in Corporate and
Educational establishments.
We currently support over 10,000 clients.
The Desktop Support Team is responsible
for installing all new clients and
maintaining hardware on existing ones.

Electronic Mail
( Email)

We provide an email service to over 5000
staff. The service facilitates access
through IOS, Windows and Blackberry
mobile devices. It is hosted on the
Microsoft Exchange 2010 platform.

Server
Infrastructure

East Ayrshire Council now deploys the
majority of all new servers through their
Virtual Server Infrastructure. This is a
highly cost effective and resilient method
for server deployment. We provision 260
virtual servers that host the majority of
the council’s applications including its
website.
This has also allowed the council to
achieve savings across the IT server
Infrastructure. We have decommissioned
150 physical servers.
Virtualisation will be the strategic
direction for the forseeable future.

ICT Asset
Management

Corporate Infrastructure is responsible for
managing all of the Desktops, Laptops
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and Servers deployed within the council.
This is achieved by deploying an agent to
all assets to allow the monitoring of and
software asset management of these
devices. This ensures that only properly
licensed software is used by East Ayrshire
staff.
Storage Area
Network (SAN)

The SAN provisions storage to all servers
and applications. The primary SAN is
located at council Headquarters with the
DR SAN located within the town centre.
For business continuity critical application
data is replicated between these sites.
Total storage under management is
approaching 500 terra bytes.

Oracle

We have 15 Oracle Solaris servers hosting
the Social Work, Housing Management,
Libraries and Responsive Property Repair
systems.
We achieve data protection using
Commvault Enterprise Backup and EMC
Networker. This protects the data across
the windows, virtual and Oracle
environments protecting over 300
servers. This allows us to recover any
individual file on any server.

Data Protection

Virus Protection

We protect all servers and desktop clients
from virus and malware attack by
deploying client software across over
6,000 corporate and 4,000 schools
computers.

Mobile / Tablet
Devices

The council recognizes that there is an
evolution taking place toward more
mobile computing. We will explore new
devices and platforms with the aim of
finding appropriate mobile solutions for
business needs. It will be difficult to
standardize on one mobile platform for all
purposes therefore our aim is to provide
ICT support across a narrow range of
approved platforms.

Future

The strategic direction for desktop is not
one where we aim to guess emerging
market trends but one where we build on
the Enterprise Business Architecture
(EBA) we have put in place. This is
architecture that is an enabler for the
adoption of emerging technologies. It
enables agility in responding to
Departmental IT requirements.
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Currently in place we have created a
centralised storage area network
replicating one of the most important IT
commodities, data. This private cloud
provides computing resource as a service
within a virtual computing environment
serviced by the physical computing
resource. This will meet the business
requirements of the council in respect of
IT provision through the next 5 years.
We see virtualisation both of the desktop
and the server infrastructure as one that
will continually evolve as the need to
deliver more for the shrinking council
budgets.
Desktop Virtualisation
The growth of handheld devices and
requirement to access business system
securely from any location will be a major
challenge. We see already in the next
release of out Desktop Virtualisation
platform the concept of Anytime,
Anywhere Access through a Unified
Workspace. This would deliver single
login and a single desktop view from any
device.
Server Virtualisation
We will continue to derive benefits from
server virtualisation. We will target
increased operating efficiencies and
faster system deployments as we increase
aggregation of workloads across the
virtualised server environment. To meet
increasing challenges to virtualise the rest
of the data centre so all infrastructure
services will achieve reductions in cost
and complexity.
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ICT S ECURIT Y
ICT Security management is an ongoing cycle of activity aimed at continuous improvement in response to
emerging and changing threats and vulnerabilities. It can be defined as the process of protecting physical
and electronic assets from unauthorised access, disclosure, modification or destruction and is vital for the
protection of information and the council’s reputation.
The council recognises that ICT systems and information are valuable assets which are essential in
supporting the council’s strategic objectives. We recognise our obligations to protect these assets from
internal and external threats and recognise that effective management is critical in order to ensure the
successful enablement and delivery of business functions and services. The council is committed to
preserving the confidentiality, integrity and availability of the information held on all physical and electronic
assets.

Data Centre

To protect the integrity of the main
and secondary Data Centre, physical
security is an important element in
ensuring data is protected and kept
safe; the installation of industry
approved fire suppression,
environmental monitoring solutions,
UPS (to protect against mains power
failure) and CCTV is essential.
Access to either the main or
secondary Data Centre will be
restricted to authorised personnel
only, and a log maintained of staff
and visitors who access the Data
Centre.

Authorised Use

Access to ICT assets for which the
council is responsible is permitted in
support of the council’s areas of
business or in connection with a
service utilised by the council.
Authorised users are defined as:
council employees, elected members,
authorised contractors, temporary
staff, partner organisations or
members of the public when using
public information services provided
by the council. The council will
provide secure access to assets based
on user identification, irrespective of
location or the device being used.

Acceptable Use

All users of ICT assets for which the
council is responsible must agree to,
and abide by, the terms of the
council’s Acceptable Use Policy,
associated security policies and
applicable Codes of Connection or
Conduct.

Security

The
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council

is

committed

to

Awareness

promoting safe working practices. All
employees will receive security
awareness training commensurate
with the classification of information
and systems to which they have
access. Staff working in specialised
roles will receive appropriate training
relevant to their role. Relevant
security policies, procedures and
guidelines will be accessible and
disseminated to all users. It remains
the employees’ responsibility to
ensure they are adequately informed
of
relevant
security
policies,
procedures and guidelines.

Business
Continuity and
Disaster
Recovery

Each council service has developed
and maintains a service bespoke
Business Continuity Strategy based
on specific risk assessments to
maintain critical business functions in
the event of any significant
disruption to services or facilities on
which the council is reliant.
Disaster Recovery plans will be
reviewed on a continuous basis, and
changes
implemented
(where
necessary) to ensure they remain
relevant to both the council’s IT
infrastructure
and
application
systems as technology evolves.
CI IT Managers will liaise with
appropriate officers across the
council to ensure Departmental /
Service DR plans are developed and
maintained that are broadly practical
and deliverable in terms of CI (IT)
support.

Monitoring And
Reporting

The council reserves the right to
monitor the use of ICT assets,
including email and internet usage, to
protect the confidentiality, integrity
and availability of the council’s
information assets and to ensure
compliance with the council’s
policies. The council may, at its
discretion, or where required by law,
report security incidents to the
relevant UK authorities for further
investigation. As part of the standard
audit review process, Internal Audit
will routinely assess compliance with
the council’s ICT Security Policy and
applicable ISO27001 controls and
report
matters
to
senior
management or the Corporate
Information
Governance
Group
where appropriate. Security incidents
reported through the Incident
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Reporting Policy will assist in
identifying training and awareness
requirements and improvements.
Public Services
Network (PSN)

The PSN has been established with
the purpose of building a secure
network for local authorities and
other connecting organisations. This
provides all organisations with the
ability to securely send emails and
share data across government and
with each other. The PSN network is
therefore an enabler in the drive to
transform services, with particular
focus on joined up working, shared
services, identity management, and
efficiency gains. The council will
adhere to the annual PSN Code of
Connection so enabling the council to
utilise this secure network to transact
business, for example in accessing
Department of Work and Pensions
systems.

PCI DSS
(Payment Card
Industry Data
Security
Standards)

The PCI DSS is a mandatory security
standard delivered by both Visa and
MasterCard for the protection and
securing of card payment data. PCI
DSS affects Acquirers, Merchants and
their agents (any third party used to
store, process or transmit card data).
To enable the council to meet PCI
DSS requirements all credit / debit
card transactions are managed
through third party externally hosted
systems. The council will adhere to
PCI DSS requirements.

Voice System
Security

Telecommunications
fraud
(toll
fraud) is increasing. This refers to
means by which individuals breach
security to gain unauthorized access
to telecommunications systems, with
the ability to dial many long-distance
calls per day, profiting from selling
these on. It is possible for
organisations to fall foul of this
unnoticed, resulting in very large
costs in a very short period of time.
Council voice platforms will be made
as secure as possible, and continually
monitored
for
any
potential
problems. The systems must be
housed in secure locations with
appropriate environmental controls.

Integrated
Identity
Management

Integrated Identity Management
(IIM) is a combination of business
processes, policies and technologies
that allows organizations to provide
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secure access to confidential data.
An IIM solution allows network users
and guests to carry their digital
identity between locations and gain
access to appropriate information
assets according to their role.
Effective
integrated
identity
management
tools
incorporate
several key elements, including user
authentication to ensure that access
is only granted to the relevant
information whilst combining least
user privilege (possibly single sign on)
and generating an audit trail to
confirm that the IIM system is
working
properly
and
meets
compliance requirements.
Tablet Use
Within Schools

Tablet devices are becoming
increasingly popular within the
Corporate environment but they are
being recognized as being incredibly
useful teaching aids within the
Education environment. East Ayrshire
Council must adapt their teaching
techniques to include tablet
technology whilst keeping the
council’s information assets secure
and ensuring that access from any
tablet device is filtered and protected
in the same way as desktop devices.
These issues and opportunities will
be addressed in the Education ICT
Strategy.

Bring Your Own
Device (BYOD)

Bring your own device refers to the
policy of permitting employees to
bring personally owned mobile
devices (laptops, tablets, and smart
phones) to the workplace, and to use
those devices to access privileged
company
information
and
applications. The council must
research this growing trend (and
implement where appropriate) whilst
ensuring that access to council
information assets remains secure.

Guest / Staff Wifi Networks
within council
Buildings

Offering guest wireless access from a
private office or building could prove
beneficial to East Ayrshire Council as
it would provide outside associates,
contractors, and other visitors with a
reliable Internet connection when
visiting the council. However,
consideration should be given to
internal network security. The council
must ensure that any public or visitor
access is kept separate from
corporate networks .
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Secure Remote
Working for all
council
Employees

East Ayrshire Council is committed to
improving flexibility and providing
employees with a greater ‘work life
balance’. One aspect of this is to
enable employees to work remotely,
i.e. away from the office. Remote
working means that users are outside
the physical boundaries of the
council’s
infrastructure
when
connecting to make use of services
that are available on the council’s
network. While this allows great
flexibility in working practices, it
does, however, introduce threats to
the council’s network and data.
These risks include the loss of
sensitive or confidential data,
intellectual property, damage to
public image and damage to critical
council internal systems. Our remote
working solution will address these
risks and ensure that access to
internal council information assets is
protected.

Collaborative &
Unified /
Integrated
Communications

Introducing a collaborative and
unified communication environment
will allow East Ayrshire Council to
realise a number of competitive
advantages
by
using
existing
computers
and
network
infrastructure for group and personal
collaboration. These environments
combine
conferencing
and
collaboration,
desktop
videoconferencing
and
instant
message into a single easy-to-use,
intuitive
environment.
Typical
features include documentation
management, real time file sharing
and knowledge transfer and will also
allow the council to take advantage
of
technological
advances
in
computer processing power and
video technology while maintaining
backward compatibility with existing
standards-based
hardware.
Introduction of these new tools will
only take place where security can be
assured.

Future

The council will keep abreast of all
emerging technologies and any
updates to regulatory and legal
obligations in an effort to keep
council IT services current whilst
meeting
relevant
regulatory
requirements.
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S OURCING
East Ayrshire Council’s approach to sourcing ICT products and services is an important aspect of how it will
deliver its ICT Vision and ensure Value for Money is achieved.
Current ICT market trends (e.g. Cloud computing) mean that it is not practical to think that a single supplier
approach will deliver the best results for East Ayrshire Council. Making use of the market will allow the
council to take advantage of ‘best of breed’ services and harness external capabilities and innovation.
As a result, the council will have a strong commissioning and integration role as more activities are bought
in, on demand, to support the council’s ambition going forward.
A combination of single supplier and multi vendor solutions will be utilised through strategic partnerships,
shared services and specialist suppliers, to deliver best value for the council.
In summary, there are a number of guiding principles for the sourcing strategy.
PRINCIPLE
Supporting
Scottish Small to
Medium sized
enterprises
(SMEs)

DESCRIPTION
Scottish SME’s should be encouraged to
participate in the provision of council ICT
services, as entering into relationships with
SME’s who are innovative will add
significantly to the ICT services delivered.

Sharing
developments

East Ayrshire Council will actively look to
share ICT services with other Scottish public
sector organisations, but does not have the
desire to become an ICT service provider
unless this is the best business approach,
particularly with respect to Shared Services
between councils and other public bodies.

Building flexible
partnerships

East Ayrshire Council will strive for
contractual flexibility set against a backdrop
of long term partnership working. Building
mutually beneficial partnerships with other
public or private organisations also provides
‘on demand’ access to the capability,
capacity, experience and innovation that will
enable us to expand and contract to meet
changing service needs.

Building
Capabilities

In addition to the external skills that are
required, there has been the need to
understand the current capabilities within
the council’s own ICT Solutions team and to
understand what skills, knowledge and
experience we need, where and when. The
objective is to have the correct skills that the
council can access to ensure ICT Solutions
meet the needs of its customers.
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Q UALIT Y , S TANDARDS

AND

M ETHODOLOGIES

East Ayrshire Council is focused on the outcomes delivered by ICT Services and, therefore, has focused on
only prescribing what is required to ensure high quality, scalable and flexible ICT services.
PRINCIPLE
Vendor
supported APIs

DESCRIPTION
Ensure that, where required, the business
solutions will make their processes available
via a fully supported presentation layer and
independent
APIs
built
to
the
Representational State Transfer (REST)
standard.

Security rules

Adopting best practice approaches for
security management to protect users,
customers, partner organisations and the
council drawing on best practice from the
Government Digital Service and other
associated bodies.

Information
Management

Adopting best practice approaches for
information management and working
towards information security (ISO 27001 and
ISO 27002) and records management
standards (ISO 14589).

Website Designs

EAC websites are generally managed by the
council’s Communications team within the
Democratic Services function and the ICT
function supports their efforts and provides
the technical infrastructure underlying the
sites, including implementation of design and
back-office integrations. Our preferred
approach to ICT design of websites will be
utilising responsive frameworks in order
ensure that content can be displayed on the
customers’ choice of device, as well as
promoting efficiency in coding and
deployment, and taking advantage of
increased vulnerability detection of widely
used frameworks due to the wide support
community they depend upon.

Change
management

Our preferred approach to manage business
change in ICT is through agile project
management and delivery techniques. In
addition, appropriate change management
methodologies.

Green ICT

ICT will be used to maximise efficiency,
minimise environmental impact and support
the wider council carbon reduction policies,
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as well as supporting the Green Digital
Charter.
As a council we aim to procure equipment
that is sustainably produced, has a longer
lifespan and is highly energy efficient. Our
recent move away from physical machines in
favour of virtual servers and desktops can be
highlighted as a working example of this. In
addition we have implemented a software
solution that will shut down all inactive
machines across the entire PC estate out with
normal working hours
Project
Management

The council’s preferred method of delivery is
through PRINCE2 and this will be used for ICT
developments, however a non-prescriptive
use of AGILE, SCRUM etc will applied within
this framework as appropriate.

ITIL

The council will not adopt wholesale the IT
Infrastructure Library (ITIL) techniques but
will apply appropriate elements as
appropriate to inform the delivery of ICT
functions. The approach to methodologies is
to use their guidance in an agile fashion,
utilizing the right elements for the best and
most efficient outcomes.
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C ONTINUOUS I MPROVEMENT & I NNOVAT ION
The approach to the development of the strategy and its Delivery Plans has been to strike the right balance
between business requirements, customers’ needs and the investment/resources available to deliver.
Going forward, Continuous Improvement - providing our existing services better - and innovation - finding
new, better ways to use technology - will be essential to ensure ICT services meet these needs and ensure
the Enabled East Ayrshire vision is achieved.

MEANS OF
ASSURING
IMPROVEMENT
Performance
Management

DESCRIPTION

Innovation

Innovation is about addressing problems in
new and original ways that better meet the
needs of customers, promoting innovation
from within the council, providing support to
staff to proactively take innovation ideas
through a development journey from proof
of concept, defining the benefit to be
realised.

Financial Scrutiny

Financial probity is assured via regular
budgetary meetings with the Service’s
support accountants.

Internal Audit&
Audit Scotland

Corporate Infrastructure policies, procedures
and service level statistics fall under regular
scrutiny not only from the council’s Internal
Audit service but from external sources such
as Audit Scotland, the Cabinet Office and
SOCITM. Corporate Infrastructure must
ensure that they adhere to all regulatory and
statutory requirements and aim to follow
recognised best practice whenever possible.
Also, the service must manage finances to
the highest standards and aim to achieve the
best possible value for public money.

Consultations,
User Survey

Corporate Infrastructure’s ICT function is
represented on the council’s Corporate
Engagement Steering Group which oversees
all public consultation efforts and
engagement.
The
council’s
3-yearly
Residents’ survey is also used as a tool for
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We will measure and track our customer’s
levels of satisfaction and perceptions of the
existing services. CI publishes PIs and
analytical information on the CI Business
Improvement section of the Corporate
Intranet. Appropriate corporate stats will also
be published via the council’s performance
management systems.

consultation on the future direction of ICT
provision with respect to Digital First /
Channel
Shift.
Online feedback mechanisms are utilised for
both internal and external consultation and
web stats are examined to identify trends
and areas for development.
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R OADMAP
This Roadmap provides an overview of the strategic priorities for the council’s ICT function over the
forthcoming 3 years. As such, it does not provide a comprehensive list of all ICT projects & developments or
support commitments. There will also be a programme of renewal of several ICT systems that are coming to
end of life across the period. With constant change it is difficult to predict even the next 3 years,
nevertheless we must plan as best we can and the Roadmap will be subject to annual review by ICTSG.
The Roadmap is split into 2 sections: Section 1 - currently defined Projects up to 2017 for which budgetary
provision has already been identified; and Section 2 - Programmes & Trends reflecting the expected future
direction of travel. Where it is judged probable that there will be ongoing works extending beyond the
current Project it has been indicated with an additional end date of 2020 which is the lifetime of this
Strategy.

Section 1: Projects

1

2

3

Project

Description

Workstream / Driver

Phase

Resilience and
Infrastructure

There will be an ongoing
programme of work to
upgrade infrastructure and
improve ICT resilience.
Several elements already
planned e.g. replacing main
network switch, voice &
data network switches,
renewal of Sophos antivirus, patch management
(Languard), VMWare
servers and additional
capacity for SAN.

ICT Improvements

2014 – 2016

PSN

(2020)

Schools Networks

Reconfiguration of schools
and corporate networks to
meet PSN and curricular
requirements.

PSN

2014 – 2015

Education ICT Strategy

(2020)

Replace all XP PCs and
servers and standardize on
Windows 7 & Office 2010.

PSN

2014 – 2015

De s ktop R e fr e sh

(2020)

4

Information
Governance and Email
Classification
(Protective Marking)

Meet the demands of
Information Governance by
revising the council’s
Protective Marking solution
in line with Scottish
Government guidelines.

PSN

2014 – 2015

5

IT Helpdesk

Implement new IT Helpdesk
software and procedures

ICT Improvements

2014 – 2015
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5

7

8

9

Webcasting /
streaming of council
meetings

The council will tender for a
managed service for live
and archival streaming of
council meetings.

Transformation

2014 – 2015

Property Portal

Extend inhouse provision to
replace current Linknode
system and provide secure
access for senior officers,
elected members and the
public

ICT Improvements

2014 – 2017

Transformation

(2020)

Roads Minor
Framework system

Extend system to more local
authorities and specify and
redevelop the system.

ARA

2014 – 2017

WAN

Upgrades and
enhancements to existing
WAN infrastructure,
including high-speed
broadband, radio links and
wi-fi.

ICT Improvements

(2020)

(2020)
2014 – 2017
(2020)

10

Social Work Systems

Upgrade / replace Swift
system to support GIRFEC,
Data Sharing etc

Integration of Health &
Social Care

2014 – 2017

11

Guest Wi-Fi

Provide a secure, PSNcompliant solution to allow
internet access for council
guests via wi-fi. For use e.g.
in leisure facilities and
potentially council
chambers for the public.

ICT Improvements

2015 – 2016

12

Intranet enhancements

The corporate Intranet
needs to be rationalised
and have its design
enhanced for ease of access

ICT Improvements

2015 – 2016

Unified
Communications

Provide modern business
tools that enable improved
communication in support
of flexible working,
enhancing collaboration
across a wide geography
and anytime, anywhere.

ICT Improvements

Customer Contact
support systems, incl
CRM

Introduce Customer
Relationship Management
(CRM) and compatible
telephony systems to
support the Customer

Customer Contact

2015 – 2017

Transformation

(2020)

13

14
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(2020)

2015 – 2016
(2020)

Contact Centre and Hubs as
part of the council’s
Transformation Strategy.
15

Housing Asset Services’
Repairs system

Housing Asset Services has
identified that the Servitor
system is unsuitable for
current and future needs
and is likely to be
substantially upgraded or
replaced.

Transformation

2015 – 2017

16

Single Sign-On (SSO)
and Federated Identity

Implement a solution to
allow secure single sign on
credentials across several
applications where
appropriate and as security
guidelines allow; allow
identity to be carried across
networks via identity
management solutions and
two-factor authentication.

PSN

2016 – 2017

Voice / Telephony

Enhance corporate
telephony network; extend
VOIP provision; add greater
resilience.

ICT Improvements

17

(2020)

2016 – 2017
(2020)

Section 2: Programmes / Trends
In addition to defined Projects there are potential work programmes, each of which may engender several
Projects. There are also Trends within the ICT industry which may similarly result in improvement or
efficiency projects. There is likely to be some cross-fertilisation across these programmes and trends and
the current projects. The table below lists some areas being consideration and this Strategy will be updated
regularly to reflect ongoing developments.
Programmes
& IT Trends

Description

Workstream(s)

Layer(s)

1

Disaster
Recovery

There will be an ongoing programme
of work to improve ICT resilience and
disaster recovery.

ICT
Improvements

Core

2

Mobile Devices

The Mobile Device Group will take a
view on the strategic direction for
types of device platform, software, wifi access and practicalities.

ICT
Improvements

Core

In addition to CRM, the CC workstream
may include Channel shift projects,
business systems integration, new

Transformation
– Customer

3

Customer
Contact
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Business

Transformation
Core
Business

4

5

6

7

business systems, unified
communications systems, or
developments at a national level such
as the mygovscot myaccount.

Contact

Agile / Flexible
and Home
Working

There are benefits to be achieved from
Service-driven projects to deliver
flexible working and reduction of
office space. Such projects would
require a mandate and further
investigation.

Transformation

Core

Efficiencies

Business

Cloud

Developments utilizing cloud
computing will happen naturally as
requirements dictate, e.g. Glow within
schools. The council will explore
opportunities to introduce cloudcomputing where appropriate and
cost-effective.

N/A

Core

Open Data is the idea that government
data should be openly and easily
available for anyone to use as they
wish. Examples include procurement
data, property data and other
measurable, public government
datasets as defined at data.gov.uk.
Open Data for councils is on the radar
of the national ICT strategy board.

N/A

Integration of
Health & Social
Care

This major change is likely to instigate
several IT projects, including upgrade
or replacement of Social Work
systems. The changes will apply not
just for East Ayrshire Council, but for
partners across Ayrshire and beyond,
and for several years. The precise
requirements are yet to be defined,
but in general terms there will be
more integration across the network
infrastructure, people operating
between organisations and data
sharing between systems.

Integration of
Health & Social
Care

Technology
Enabled Care

To deliver sustainable Health and
Social Care Services in the future we
will require to encompass
opportunities offered through ICT.
Through promotion of digital
participation citizens are empowered
to utilise all emerging technology
enabled care to improve their quality

Open Data
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Business

Business
Engagemen
t

Business

of life, promoting health and
wellbeing. Citizens would require the
ability to access this technology
irrespective of location ie from within
their own home, local community
facilities or Health and Social Care
premises by facilitating required
connections.

8

Data Centres

The council will continue to explore
opportunities to market its spare
capacity in our data centres, taking
account of national and local initiatives
and pursuing energy efficiency.

N/A

Core

9

Shared Services

The council will seek to collaborate
with public sector partners and other
agencies to achieve efficiencies in
sharing ICT services where practicable.

N/A

Core
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Business

C ONTACT D ETAILS
For further information on this strategy, the current Delivery Plan and the development of future plans
please contact:

R O Y H AI R , S Y ST E MS & P E R FO R MA N CE M AN AG ER , C O RP O R AT E I N F R A ST R U CT UR E
E MAI L : R O Y . H AI R @ E AS T - A Y R S HI R E . GO V . U K
P HO N E : 01563 576817

P AU L T O LAN D , I N FR AS T R U C T U R E S UP P O RT M AN AG E R , C O R P O R AT E
I N FR A ST R U CT UR E
E MAI L : P AU L . T O L AN D @ EA ST - A YR S HI R E . GO V . UK
P HO N E : 01563 576886
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